Anthem Email Phishing Scam

Below is an example of a sophisticated phishing scam that was sent out in response to the
recent Anthem data breach. This message is not from Anthem. This is a scam!

If you receive an email that resembles the one below:

e Do not click on the link. If you already clicked on it, do not supply any of the information
requested on the website.

¢ Do not reply to the emails.

¢ Do not open any attachments that come with the email.

In addition, Anthem is not calling any of their customers to ask for personal information over the
phone. According to Anthem, they will contact current and former members via mail delivered
by the U.S. Postal Service with specific information on how to enroll in credit monitoring.
Affected members will receive free credit monitoring and ID protection services.

Anthem.

BlueCross BlueShield

Cyber Attack Against Anthem

Dear Anthem Client,

We wanted to make you aware of a data breach that may have affected your personal
health information and credit card data. The data which was accessed may impact clients
who made credit or debit card payments for healthcare or who got treatment during the
year 2014,

Your trust is a top priority for Anthem, and we deeply regret the inconvenience this may
cause. The privacy and protection of our client’s health care information is a matter we take
very seriously and we are working diligently to resolve the incident.

To subsenbe to a free year of credit card account protection please click on the link below
and follow the instructions that will be required:

Click Here To Get Your Free Year Of Credit Card Protection
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